Republic of the Philippines

Department of Education
NATIONAL CAPITAL REGION
SCHOOLS DIVISION OFFICE OF MUNTINLUPA CITY

Office of the Schools Division
Superintendent

MAY 28 2024

MEMORANDUM

GUIDANCE ON POSTING LEARNERS’ IMAGES OR
DATA POSTINGS ON SOCIAL MEDIA

To:  Assistant Schools Division Superintendent
Chief Education Supervisor, Curriculum Implementation Division
OIC-Chief Education Supervisor, School Governance and Operations Division
Public and Private Elementary and Secondary School Heads/OICs
All Others Concerned

1. Attached is OM-OUOPS-2024-05-03942, dated May 15, 2024, on the above-
captioned title, the contents of which are self-explanatory, for the information and
guidance of all concerned.

2 Special attention is invited to the second, third, and the last paragraph, relative
to the Republic Act and DepEd Issuances focusing on data privacy and the protection
of our learners.

3. In addition, this Office also reminds all the teaching and non-teaching staff of
this Division to uphold their responsibilities as duty-bearers in ensuring that the
rights of our learners are recognized and protected.

4, Immediate and wide dissemination of this Memorandum is desired.

Assistant Schools Divrsion Superintendent
Officer-In-Charge
Office of the Schools Division Superintendent

Enclosure: As stated

References: None
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V' Gma Il SDO Muntinlupa <sdo.muntinlupa@gmail.com>

Fwd: Guidance on Posting of Learners’ Images and Data on Social Media
2 messages

Deped National Capital Region <ncr@deped.gov.ph> Wed, May 22, 2024 at 9:25 AM
To: DepEd Manila <sdo.manila@deped.gov.ph>, SDO Valenzuela <sdovalenzuela@deped.gov.ph>, DepEd San Juan
<sdosanjuancity@deped.gov.ph>, osds.sdopasigcity@deped.gov.ph, DepEd Las Pinas City <laspinas.city@deped.gov.ph>,
DepEd SDO Quezon City <sdo.quezoncity@deped.gov.ph>, Muntinlupa City <sdo.muntinlupa@deped.gov.ph>, DepEd
Navotas City <navotas.city@deped.gov.ph>, DepEd Caloocan City <caloocan.city@deped.gov.ph>, DepEd Malabon City
<malabon.city@deped.gov.ph>, DepEd Pasay City <deped.pasay@deped.gov.ph>, SDO TAPAT <sdo.tapat@deped.gov.ph>,
Deped Paranaque <deped.paranaque@deped.gov.ph>, DepEd Makati <makati.city@deped.gov.ph>,
sdo.marikina@deped.gov.ph, DepEd Mandaluyong <sdo.mandaluyong@deped.gov.ph>, DepEd Muntinlupa
<sdo.muntinlupa@gmail.com>

Dear Sir/Madam,

Please see attached file, for your reference. LA ax
Kindly acknowledge receipt of this email. EVELYN N. DINGAL

-R sU
Thank you and best regards. Sg{g'" 2 iff ecc{{d m&,ﬁ'fh

Department of Education
NATIONAL CAPITAL REGION
Misamis Street, Bago Bantay
1105 Quezon City

Tel. No. (632) 929-3891
Telefax: (632) 926-9254

ISO 9001:2015

Certificate No.
gm%l PHL190008 48

--------- Forwarded message ---------

From: Learner Rights and Protection Office [DepEd] <Irpo@deped.gov.ph>

Date: Tue, May 21, 2024 at 6:56 PM

Subject: Guidance on Posting of Learners' Images and Data on Social Media

To: DepEd | llocos Region <regiont@deped.gov.ph>, Deped Il Cagayan Valley <region2@deped qow pl 1>, Department of

Education Regional Office Ill <region3@deped.gov.ph>, DepEd Region IV-A CALABARZON <region4a@deped.gov.ph>,

mimaropa region <mimaropa.region@deped.gov.ph>, DepEd V Bicol Region <region5@deped.go > DepEd \|

Western Visayas <regiont@deped.gov.ph>, DepEd Region VIl Central Visayas <region7@deped.gov.ph>, RAMIR

UYTICO <region8@deped.gov.ph>, DepEd RO-IX ZamPen <region9@deped.gov.ph>, Department of Educatlon Region

10 <regiont leped.gov.ph>, DepEd Xl Davao Region <region11@deped.gov.ph>, DepEd Region XII

<region12@deped.gov.ph>, DepEd Region Xlll CARAGA <caraga@deped.gov.ph>, <ncr@deped.gov.ph>, DepEd CAR

<car@deped.gov.ph>

Cc: Atty. Zette Medina <suzette. medina@deped.gov.ph>, Ma-ann Escobedo <maann.escobedo@deped.gov.ph>,

<riona.operana@deped.gov. JF> <maria.sano@deped.gov.ph>, DARIUS NIETO <darius.nieto@deped.gov.ph>, RYAN

PACQUING <ryan “1(‘(;uum Ddeped.gov.ph>, <jasmine.gami r*’mmdepe d.gov.ph>, Ginno Jhep Pacqumg

<ginnojhep pacquing Ddeped.gov.ph>, Rio Anne Leigh Velasco <rioanneleigh.\ /-:Idam @deped.gov.ph>, Michael Gerald

Alba <michael.alba@c H[h—’" gov.ph>, Rochelle May Nisola <rochellemay. mwhcz, eped.gov.ph>, MARIA CRISTINA

BAROSO <mariacristina.baroso@deped.gov.ph>, LEARNERS RIGHT PROTECTION <Irp.rov@deped.gov.ph>,

<Irpo.rov@deped.go rj-u>, Frances Jade Canlban <francesjade.caniban@deped.gov.ph>,

<jennierose jacela@deped.gov.ph>, Johnnyline Jagdon <johnnyline.jagdon@deped.gov.ph>, ESSD SEVEN

<essd eped.gov.p r> Eden Dadap <eden.dadap001@deped.gov.ph>, Hannah Rose Cuaderno

<hannahrc derno@deped.gov.ph>, WINCY MAE ALABA <wincymae.alaba@deped.gov.ph>, Ricardo Dragon

<ricardo.dragon@dey )H, gov.ph>, Rei Marie Amansec <reimarie.amansec@deped.gov.ph>, STEPHEN MARK CASTRES
imark.c )deped.gov.ph>, MARY BETH DEJACTO <marybeth.d vdeped.gov.ph>, ismael ngitngit

<ismael.ngi u‘rmeWL dopud g u.,m> JOEL FERNANDEZ <jojotestafernand mail.com>, ADRILENE MAE

CASTANOS <adrilenemae.castanos@deped.gov.ph>, <cristeljhane.rin@depe w.ph>, Leni C. Mustapha

<lenimustag vqn ail.com>, Erlka Rlanne Nicole Pattaguan <erika pattaguan@deped.gov.ph>, mayclaire jimenez

@deped.gov.ph>

C

Dear Regional Directors,

Greetings from the DepEd Learner Rights and Protection Office (LRPO)!



We write in reference to the numerous postings on social media involving our learners' images and other personal data,
relatedly we are endorsing the attached signed guidance as reference prior to any posting in social media.

Enclosed as well is a copy of a consent form, for your reference.
Thank you very much.

Warm regards,
Ma-Ann, LRPO

This communication may contain confidential or privileged information, and is intended solely for the individual or entity to whom it is originally addressed. Any disclosure, copying,
dissemination, or any action taken in reliance to it by others, other than the intended recipient, is strictly prohibited. The opinions, conclusions, and statements expressed in this message are

those of the sender and may not necessarily reflect the views of the Department of Education.

This communication may contain confidential or privileged information, and is intended solely for the individual or entity to whom it is originally addressed. Any disclosure, copying,
dissemination, or any action taken in reliance to it by others, other than the intended recipient, is strictly prohibited. The opinions, conclusions, and statements expressed in this message are

those of the sender and may not necessarily reflect the views of the Department of Education.

N 2024 May 17_Signed Guidance on Posting of Learner's Data on Social Media.pdf
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DepEd Mandaluyong <sdo.mandaluyong@deped.gov.ph> Wed, May 22, 2024 at 9:53 AM
To: Deped National Capital Region <ncr@deped.gov.ph>

Cc: DepEd Manila <sdo.manila@deped.gov.ph>, SDO Valenzuela <sdovalenzuela@deped.gov.ph>, DepEd San Juan
<sdosanjuancity@deped.gov.ph>, osds.sdopasigcity@deped.gov.ph, DepEd Las Pinas City <laspinas.city@deped.gov.ph>,
DepEd SDO Quezon City <sdo.quezoncity@deped.gov.ph>, Muntinlupa City <sdo.muntinlupa@deped.gov.ph>, DepEd
Navotas City <navotas.city@deped.gov.ph>, DepEd Caloocan City <caloocan.city@deped.gov.ph>, DepEd Malabon City
<malabon.city@deped.gov.ph>, DepEd Pasay City <deped.pasay@deped.gov.ph>, SDO TAPAT <sdo.tapat@deped.gov.ph>,
Deped Paranaque <deped.paranaque@deped.gov.ph>, DepEd Makati <makati.city@deped.gov.ph>,
sdo.marikina@deped.gov.ph, DepEd Muntinlupa <sdo.muntinlupa@gmail.com>

Received, thank you.
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Republika ng Pilipinas

Department of Education
OQOFFICE OF THE UNDERSECRETARY FOR OPERATIONS

MEMORANDUM
OM-OUOPS-2024- . 031y2-

TO : REGIONAL DIRECTORS
SCHOOLS DIVISION SUPERINTENDENTS
SCHOOL DISTRICT SUPERVISORS
SCHOOL HEADS
LEARNER RIGHTS AND PROTECTION FOCAL PERSONNEL
ALL OTHERS CONCERNE

FROM ATTY. SEE A. ESCOBEDO

Undersec

otary for Operations ( —
SUBJECT . GUIDANCE ON POSTING LEA.I"\{:ERS’ IMAGES OR DATA
POSTINGS ON SOCIAL MEDIA

DATE . May 15, 2024

This is to reiterate the need to protect the right to privacy of our learners in
this digital age. For emphasis, the Department of Education (DepEd) strictly
adheres to the United Nations Convention on the Rights of the Child (UNCRC)
in safeguarding our learners against abuse, neglect, and exploitation.
DepEd issued DepEd Order No. 40, s. 2012 or the “Child Protection Policy.”
reiterating DepEd’s zero-tolerance policy for any act of abuse, exploitation,
violence, discrimination, bullying, and other forms of violence directed
towards our learners.

Pursuant to Republic Act No. 10173, otherwise known as the “Data Privacy
Act of 20127, learners including teaching and non-teaching personnel are
considered as data subjects whose personal information are protected by law,
Section 13 and 16:

Sec. 3. (b) Consent of the data subject rcfers to any frecly given,
specific, informed indication ol will, whereby the data subject agrees to
the collection and processing of personal information about and/or
relating 1o him or her. Consent shall be evidenced by written, ¢lectronic,
or recorded means.

Sec. 3. (g) Personal Information rcfers to any information whether
recorded in @ material form or not, from which the identity of an
individual is apparent or can be reasonably and directly ascertained by
the entity holding the information, or when put together with other
imnformation would directly and certainly identify an individual.

Sec. 16. Rights of the Data Subject - The data subject is entitled to:

(a) Be informed whether personal information pertaining to

Room 101, Rizal Bulding, Depfd Compiex, Meralco Avenue, Pasig ity 1600
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him or her shall be, are being, or have been processed.

(b} Be furnished the information indicated hercunder before
the entry of his or her personal information into the
processing svstem of personal information into the processing
system of the personal information controller, or at the next
practical opportunity:

(1) Description of the personal information to be entered
into the system;

(2) Purposes  for which they are being or are to be
processed;

(3) Scape  and  method  of the personal information
processing;

(4) The recipients or classes of recipients to whom they are
or may be disclosed:

(5) Mcthods utilized for automated access, if the same is
allowed by the data subject, and the extent to which such
access is authorized;

(6) The identity and contact details of the personal
information controller or its representative;

{7) The period for which the information will be stored;
and

(8) The existence of their rights. i.e., to access, correction,
as well as the right to lodge a complaint before the
Commission.

In consideration of the learners minority, parental or guardian’s consent is
necessary prior to the use of the learner’s data for media posting'.
Additionally, D.O. 32, s. 20224 recognizes our learners as subjects with rights
and obligations. As duty-bearers, it is our responsibility to empower them to
know and advocate their rights and be involved in policies or activities
affecting them. As such, their affirmative consent is needed prior to posting of
their personal information or image.

This Office reminds all school personnel to uphold their responsibilities as
duty-bearers in ensuring that the rights of learners are recognized and
protected. Consequently, all school personnel are to exercise special parental
authority’ and responsibility over the learners under their supervision.
DepEd Order No. 40, s. 2012% highlights the specific duties and
responsibilities of the school personnel in ensuring that the rights of lcarners
are protected and exemplify respect for the data privacy of individuals, to wit:

B. Keep them in their company and support, educate and instruct them
by the right precept and good example;

Gulnculeate the value of respect and obedience.

" Depld Order No. 40, s, 2012, “Child Protection Pelicy”™, Section 3.4,

"Deplad Order Noo 31, s 2022, “Rights-Based Education {(RBE)] Framework i Philippime
Hasic tducation”™,

3 Fanuly Code of the Philippines, Article 218

1 Depild Order No. 30, 5. 2012, “Child Protection Policy”, Section 8 b and g,
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Under the Cybercrime Prevention Act®, consent is necessary when sharing or
posting images of other people on social media to avoid possible legal
consequences especially if the person affected believes that his privacy or
reputation has been violated or compromised.

Accordingly, enclosed is a copy of the DepEd’s Consent, Waiver, Indemnity,
and Release form which is required to be filled out by learners’ parents or
guardians involved in anv media posting by the said agency whether written,
audio-recorded, or photographed. Moreover, following the Rights-Based
Education (RBE), learners should also be consulted in matters affecting them.
This Office would like to compel school personnel from all schools division
offices 1o refer and use this form prior 1o posting any nlorination or inage of
learners in social media.

For yvour guidance and strict observance.

Thank vou very much.

_.’[.f\'l“( )/.‘\Sf ’I“,‘l

"Repubhe Act No. 10175, “Cyberenme Prevention Act of 20127
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BDepartment of Education
Republic of the Yhilippines

CONSENT, WAIVER, INDEMNITY and RELEASE

I M/ F, years of age, hereby grant permission to the
Department of Education (DepEd) and its representatives to make tecozdmgs of my voice and to take photographs and
/ot videos in which T appear in, to be used for the communications and various public campaigns of the Agency be it in
pdnt, broadcast, and/or electronic media, at the event and location stated below:

Production name/ Project title:

Locaton:

I acknowledge that the DepEd owns all rights to these images and recordings. 1 further grant the DepEd and its
representatives the right to use, display, exhibit, reproduce, distribute, and create derivative works of these images and
recordings in any media now known or later developed.

T hereby waive any right to inspect or approve the use of the images or recordings or of any written detivatives. I
further waive all moral rights. I also waive any right to royaltics or other compensation arising from or related to the usc
of the materials.

I hereby release, defend, indemnify, and hold harmless the DepEd and its representatives from and against any
claims, damages, or liability arising from or related to the use of the images, recordings, or matedals, including but not
limited to claims of defamation, invasion of privacy, or rights of publicity or copyright infringement, or any misusc,
distortion, blurring, altcration, optical illusion or use in composite form that may occur or be produced in taking,
processing, reduction or production of the finished product, its publication or distribution.

1 am 18 years of age or older/ I am accompanied by my legal guardian, and I am competent to eater into this
contract/ NAME OF GUARDIAN: has legal authority to enter into this
contract. I have read this document before signing below, and I fully understand the contents, meaning and impact of this
conscnt, waiver, indemnity and relcasc.

This conscnt, waiver, indemnity and release is binding on me, my heirs, cxccutors, administrators and assigns.

. /
Signature mm dd YYYY
/ /
Signatute over printed name of Parent /Guardian/ Teacher mm dd Y

Address:

Home phone: Mobile phone:

DepPFd Comples, Meralco Avenue, Pasig Ciry, Plulippines 1600
Tek (632) 633-7208 / 633-7228 / 632-1361 * Fax: (632) 735-6167
www.deped.gov.ph



= Department of Education
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© Republic of the Philippines

In line with the mission of the Department of Education {(Deplid) to provide quality,

cquitable, culture-bascd, and complete basic cducation where:

Students fearn in a child-friendly, gender-sensitive, safe, and motvanng
environment;

e Teachers tacthiate learning and constantly nurture every learner;

o  Adnunistrators and staff, as stewards of the insttion, ensure an enabling and
.\U‘)P' HVE environment Y.( " (.l“t(.("l\‘(. l(':\r(‘:‘”‘i_’_ Toy h;\pp(:n:
e [amily, community, and other stakcholders are acavely engaged and share

responsibility for developing life-long learners;

And in accordance with the Deplid’s thrust to contnuously improve tself to better serve s
stakcholders, an effective communications strategy paves the way to a more efficient public

pe dicy tormulation and |mplvn'wnmmm,

The Department ot Educanion and us representauves are theretore seeking your permission
to take and make use of voice recordings and/ or audiovisual images of vou/ vour children/

vour students tor the purposes stated above.
Please furnish us with yvour tull name and signature on the next page should vou contirm
vour consent to the proposed use of vour/ vour children; your students” photographs and

viddeo /voice recordings in our communications and publicity marerials,

Thank vou very much.
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